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DATA PROTECTION
Be,!:pgon PRIVACY NOTICE

Mhaigh Eo, Shligigh agus Liatroma

Mayo, sligo and Leitrinm to students (and their parents/guardians)

Education and Training Roard

By applying for and/or attending an ETB school, centre, course or programme, you acknowledge that
your personal data (including special category personal data) shall be processed by MSLETB. This
Privacy Notice gives you some helpful information about who we are, what personal data we collect
about you, why, who we share it with and why, how long we keep it, and your rights. If you need
more information,  please see our Data Protection  Policy  available at
www.mayosligoleitrim.etb.ie/policies-procedures

1. We are Mayo, Sligo and Leitrim Education and Training Board (MSLETB). Qur address and
contact details are MSLETB, Head Office, Newtown, Castlebar, Co Mayo, F23 DV78, Telephone
094 9024188.

We provide secondary level education, second chance education; further education and
training including apprenticeships; youth work services, community-based education
programmes; outdoor education; outreach programmes, specialist programmes, e.g. through
Music Generation, School Completion Programmes and other programmes / courses as maybe
delivered / funded / sponsored in whole or part or in co-operation with other bodies / agencies,
etc.

For further information, see section 1 of our Data Protection Policy available at
www.mavyosligoleitrim.etb.ie/policies-procedures.

2. When you are a student with MSLETB, we collect and use your personal data. The type of
information we collect about you depends on various factors, such as whether you are under
18-years or an adult learner, the type of course you are enrolled on etc.

The personal data we collect can include information about your identity and contact details;
images/photo (including CCTV); family details; admission/enrolment details; previous schools;
academic progress; PPS number; special educational needs; nationality; language; religion;
medical data; information about behaviour and attendance; information about health, safety
and welfare; financial information (re fees, grants, scholarships etc); and other personal data.
Further details of the data we collect about you can be found in section 2 of our Data Protection
Policy.

If you are under 18 years when you enrol, we collect the name, address, contact details and
other information about your parents/guardians. If you are under 18 vyears, your
parent/guardian is consulted and asked to give consent for certain things like taking your
photograph, going on school trips etc.

We use your personal data for purposes including: your application for enrolment; to provide
you with appropriate education and support; to monitor your academic progress; to care for
your health and well-being; to care for our staff and students; to process grant applications and
scholarships; to coordinate, evaluate, fund and organise educational programmes; to comply
with our legal obligations as an education body; to comply with our monitoring and reporting
obligations to Government bodies, and EU funding bodies; to process appeals, resolve disputes,
and defend litigation etc.

For further information on what data we collect, why we collect it, how we use it, and the legal
basis for same, please go to section 2 of our Data Protection Policy available at




www.mavosligoleitrim.etb.ie/policies-procedures

We share your personal data with third parties, including other Government bodies. This
includes the State Examinations Commission, the Department of Education and Skills, NCSA,
SOLAS, SUSI, HEA, QQl, Tusla, An Garda Siochana, HSE, the Department of Social Protection, the
Revenue Commissioners etc. The level of sharing and the nature of what is shared depend on
various factors, including the nature of the course you are undertaking/enrolled on.

The Government bodies to which we transfer your personal data will use your personal data for
their own purposes (including: to verify other information they already hold about you, for fraud
prevention measures, etc) and they may aggregate it with other information they already hold
about you and your family.

We also share your personal data with other third parties including our insurance company and
other service providers (including IT providers, security providers, legal advisors etc), and other
schools/colleges and bodies in the further education and training sector, apprenticeship
providers, work-experience placements and future employers etc.

We are legally required to provide certain records relating to the progress of a student {under
18 years) in his/her education to the student’s parents/guardians, including results of
examinations. For further information on who we share your data with, when and in what
circumstances, and why, please see section 3 of our Data Protection Policy available at

www.mavyosligoleitrim.etb.ie/policies-procedures.

We do not transfer your personal data to a third country or international organisation. Certain
companies who process personal data on behalf of MSLETB may transfer personal data for
processing outside the EU, however this will only be done with the agreement of MSLETB and
with the assurance that appropriate safeguarding measures are in place to protect the data.

We do not engage in automated decision making/profiling.

Some personal data is only kept for a short period (e.g. We will destroy at the end of an
academic year because it is no longer needed). Some data we retain for a longer period (e.g.
retained after you leave or otherwise finish your studies with MSLETB. For further information
on the retention periods, please go to section 6 of our Data Protection Policy available at
www.mavyosligoleitrim.etb.ie/policies-procedures.

You have the following statutory rights that can be exercised at any time:

(a)  Right to complain to supervisory authority,

(b)  Right of access.

(c)  Right to rectification.

(d)  Right to be forgotten.

{e)  Right to restrict processing.

(f)  Right to data portability.

(8) Right to object and automated decision making/profiling.
For further information, please see section (7} of our Data Protection Policy available at
www.mayosligoleitrim.etb.ie/policies-procedures or alternatively contact our Data Protection
Officer.

The interim Data Protection Officer (DPO) is the Head of Corporate Services who can be
contacted on 094 9024188. If you have any queries, please consult our Data Protection Policy
(available at www.mayosligoleitrim.etb.ie/policies-procedures) or contact our DPO.




etb PRIVACY NOTICE

Bord Oideachais agus Oilitina fo r Em ployees, VO ' untee rs, Boa rd
S Mhmgh‘P}o, Shhg|g|'1 agus Liatroma .
= Bveaton nd TriningBoard Members, Committee members, etc.

By applying for any position, working or volunteering with, or otherwise taking up any position
within MSLETB, you acknowledge that your personal data (including special category personal data)
shall be processed by MSLETB.

This Privacy Notice gives you some helpful information about who we are, what personal data we
collect about you, why, who we share it with and why, how long we keep it, and your rights.

If you need more information, please see our Data Protection Policy available at
www.mavyosligoleitrim.etb.ie/policies-procedures.

1. We are Mayo, Sligo and Leitrim Education and Training Board (MSLETB). Our address and contact
details are MSLETB, Head Office, Newtown, Castlebar, Co Mayo, F23 DV78, Telephone 094
9024188.

We provide secondary level education, second chance education; further education and training
including apprenticeships; youth work services, community-based education programmes;
outdoor education; outreach programmes, specialist programmes, e.g. through Music
Generation, School Completion Programmes and other programmes / courses as maybe
delivered / funded / sponsored in whole or part or in co-operation with other bodies / agencies,
etc. For further information, see section 1 of our Data Protection Policy available at
www.mayosligoleitrim.etb.ie/policies-procedures.

2. We collect and use your personal data. The personal data we collect includes your name; date of
birth; address; contact details; CV and qualifications; vetting outcome; Teaching Council
registration; registration with any other professional/accrediting body; PPS number; financial
data; images (staff cards, CCTV); medical, health and occupational health data; immigration /
work-visa information; information relating to recruitment, promotions, and appointments
processes; other IR / HR processes; pensions details, etc.

We use personal data for purposes including: running an efficient service; complying with our
obligations as an employer; for recruitment and appointments; allocating resources to our
education centres; monitoring the effectiveness of our equal opportunities policies; to discharge
our duties to other staff and students; complying with our statutory reporting obligations to
Government bodies and EU funding bodies; resolving disputes and defending litigation, etc.

The information we collect about you depends on various factors, e.g. we will hold differing levels
of information about a job applicant as compared with a long-standing employee. Certain
personal data is collected and aggregated for use on an anonymised basis, e.g. to monitor our
compliance with equal opportunities and non-discrimination policies.

For further information on what data we collect, why we collect it, how we use it, and the legal
basis for same, please go to section 2 of our Data Protection Policy available at
www.mavasligoleitrim.etb.ie/policies-procedures.

3. We share your personal data with third parties, including other Government bodies. Depending
upon the nature of your role within MSLETB, this may include data-sharing with bodies including




the Department of Education and Skills, Revenue Commissioners, Department of Social
Protection, Comptroller & Auditor General, Tusla, An Garda Siochana, HSE, the Teaching Council
or any other regulatory body to which you belong, your Trade Union (for IR /HR issues),
occupational health advisors, our insurance company (lrish Public Bodies), banks / financial
institutions (to pay wages), pension administrators and pension trustees, future employers (for
references, etc.), other service providers {including IT providers, security providers, legal
advisors), etc.

The Government bodies to which we transfer your personal data will use it for their own purposes
(including: to verify other information they already hold about you, for fraud prevention
measures, etc.) and may aggregate it with other information they already hold about you.

For further information on who we share your data with, when and in what circumstances, and
why, please see section 3 of our Data Protection Policy available at
www.mavosligoleitrim.etb.ie/policies-procedures.

We do not transfer your personal data to a third country or international organisation. Certain
companies who process personal data on behalf of MSLETB may transfer personal data for
processing outside the EU, however this will only be done with the agreement of MSLETB and
with the assurance that appropriate safeguarding measures are in place to protect the data.

We do not engage in automated decision making / profiling.

Some personal data is only kept for a short period (e.g. we will destroy at the end of an academic
year because it is no longer needed). Some data we retain for a longer period (e.g. we retain even
after you leave our employment)}. For further information on the retention periods, please go to
section 6 of our Data Protection Policy available at www.mayosligoleitrim.etb.ie/policies-

procedures.

You have the following statutory rights, that can be exercised at any time:
(a) Right to complain to supervisory authority.
{b) Right of access.
{c) Right to rectification.
(d) Right to be forgotten.
(e) Right to restrict processing.
{(f) Right to data portability.
{g) Right to object and automated decision making/profiling.

For further information, please see section (7) of our Data Protection Policy available at
www.mavosligoleitrim.etb.ie/policies-procedures, or alternatively contact our Data Protection
Officer.

The interim Data Protection Officer (DPO) is the Head of Corporate Services who can be contacted
on 094 9024188. If you have any queries, please consult our Data Protection Policy (available at
www.mayosligoleitrim.etb.ie/policies-procedures) or contact our DPO.
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Data Controller

ection, we give you further information about us as a data controller.

We are Mayo, Sligo and Leitrim Education and Training Board (MSLETB). Our address and
contact details are MSLETB, Head Office, Newtown, Castlebar, Co Mayo, F23 DV78, Telephone
094 9024188.

We provide secondary level education, second chance education; further education and
training including apprenticeships; youth work services, community-based education
programmes; outdoor education; outreach programmes, specialist programmes, e.g. through
Music Generation, School Completion Programmes and other programmes / courses as maybe
delivered / funded / sponsored in whole or part or in co-operation with other bodies /
agencies, etc. For further information, see section 1 of our Data Protection Policy available at

www.mayosligoleitrim.etb.ie/policies-procedures.

MSLETB has developed this Data Protection Policy in order to supplement the Privacy
Statements. This is in order to be transparent and accountable to data subjects in relation to
the processing of their personal data.

This Policy applies to the bodies established or maintained by MSLETB.
In this Data Protection Policy, the following terms are given the following meanings®:

1.4.1 “Article” means the corresponding Article in General Data Protection Regulations.
Unless the context otherwise requires, a reference in this document to a numbered
Article is a reference to the Article so numbered of the Data Protection Regulation.

1.4.2  “binding corporate rules” means personal data protection policies which are adhered
to by a controller or processor established on the territory of a Member State for
transfers or a set of transfers of personal data to a controller or processor in one or
more third countries within a group of undertakings, or group of enterprises engaged
in a joint economic activity;

1.4.3 “biometric data” means personal data resulting from specific technical processing
relating to the physical, physiological or behavioural characteristics of a natural
person, which allow or confirm the unique identification of that natural person, such
as facial images or dactyloscopic data;

1.4.4 “child” For the purposes of the application of the Data Protection Regulation in the
State, a reference to “child” shall be taken to be a reference to a person under the age
of 18 years.

1.45 “controller” and/or “data controller” means MSLETB being the legal person which,
alone or jointly with others, determines the purposes and means of the processing of
personal data; where the purposes and means of such processing are determined by
Union or Member State law, the controller or the specific criteria for its nomination
may be provided for by Union or Member State law

1.4.6 “consent” of the data subject means any freely given, specific, informed and
unambiguous indication of the data subject's wishes by which he or she, by a
statement or by a clear affirmative action, signifies agreement to the processing of
personal data relating to him or her;

“consent of child in relation to information society services” (1) The age of a child
specified for the purposes of Article 8 is 13 years of age. (2) For the purposes of the

T Definitions taken from Article 6 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April

2016 ("GDPR").




1.4.7

1.4.8

1.4.9

1.4.10

14.11

1.4.12

1.4.13

1.4.14

1.4.15

1.4.16

1.4.17

1.4.18

application of Article 8 in the State, the reference in that Article to “information
society services” does not include a reference to preventative or counselling services.
“cross-border processing” means either: (a) processing of personal data which takes
place in the context of the activities of establishments in more than one Member State
of a controller or processor in the Union where the controller or processor is
established in more than one Member State; or (b) processing of personal data which
takes place in the context of the activities of a single establishment of a controller or
processor in the Union but which substantially affects or is likely to substantially affect
data subjects in more than one Member State.

“data concerning health” means personal data related to the physical or mental
health of a natural person, including the provision of health care services, which reveal
information about his or her health status;

“enterprise” means a natural or legal person engaged in an economic activity,
irrespective of its legal form, including partnerships or associations regularly engaged
in an economic activity;

“filing system” or “relevant filing system” means any structured set of personal data
which are accessible according to specific criteria, whether centralised, decentralised
or dispersed on a functional or geographical basis;

“GDPR” means Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation).

“genetic data” means personal data relating to the inherited or acquired genetic
characteristics of a natural person which give unique information about the physiology
or the health of that natural person and which result, in particular, from an analysis of
a biological sample from the natural person in question;

“group of undertakings” means a controlling undertaking and its controlled
undertakings;

“information society service” means a service as defined in point (b) of Article 1(1) of
Directive (EU) 2015/1535 of the European Parliament and of the Council;
“international organisation” means an organisation and its subordinate bodies
governed by public international law, or any other body which is set up by, or on the
basis of, an agreement between two or more countries.

“legal obligation” means the meaning assigned to that phrase in Article 6(1)(c} GDPR:”
processing is necessary for compliance with a legal obligation to which the controller
is subject”

“main establishment” means: (a) as regards a controller with establishments in more
than one Member State, the place of its central administration in the Union, unless
the decisions on the purposes and means of the processing of personal data are taken
in another establishment of the controller in the Union and the latter establishment
has the power to have such decisions implemented, in which case the establishment
having taken such decisions is to be considered to be the main establishment; (b) as
regards a processor with establishments in more than one Member State, the place
of its central administration in the Union, or, if the processor has no central
administration in the Union, the establishment of the processor in the Union where
the main processing activities in the context of the activities of an establishment of
the processor take place to the extent that the processor is subject to specific
obligations under this Regulation;

“personal data” means any information relating to an identified or identifiable natural
person (a “data subject”); an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors



1.4.19

1.4.20

1.4.21

1.4.22

1.4.23

1.4.24

1.4.25

1.4.26

1.4.27

1.4.28

1.4.29

specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person;

“personal data breach” means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to,
personal data transmitted, stored or otherwise processed;

“Preventative or occupational medicine” has the meaning given to it in Article 9(2)(h)
GDPR, namely that “processing is necessary for the purposes of preventive or
occupational medicine, for the assessment of the working capacity of the employee,
medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services on the basis of Union or

Member State law or pursuant to contract with a health professional and subject to
the conditions and safeguards referred to in paragraph 3”;

“processing” means any operation or set of operations which is performed on
personal data or on sets of personal data, whether or not by automated means, such
as collection, recording, organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction;
“processor” means an individual who, or a legal person, public authority, agency or
other body that, processes personal data on behalf of a controller, but does not
include an employee of a controller who processes such data in the course of his or
her employment;

“profiling” means any form of automated processing of personal data consisting of
the use of personal data to evaluate certain personal aspects relating to a natural
person, in particular to analyse or predict aspects concerning that natural person's
performance at work, economic situation, health, personal preferences, interests,
reliability, behaviour, location or movements;

“pseudonymisation” means the processing of personal data in such a manner that the
personal data can no longer be attributed to a specific data subject without the use of
additional information, provided that such additional information is kept separately
and is subject to technical and organisational measures to ensure that the personal
data are not attributed to an identified or identifiable natural person;

“Public Interest” means the definition taken from Article 6(1){e), specifically that the
processing is necessary for the performance of a task carried out in the public interest
or in the exercise of official authority vested in the controller;

“rectification”, of or in relation to personal data, includes, where the data concerned
are incomplete, the completion of the data, whether by means of a supplementary
statement or otherwise;

“recipient” means a natural or legal person, public authority, agency or another body,
to which the personal data are disclosed, whether a third party or not. However, public
authorities which may receive personal data in the framework of a particular inquiry
in accordance with Union or Member State law shall not be regarded as recipients;
the processing of those data by those public authorities shall be in compliance with
the applicable data protection rules according to the purposes of the processing;
“relevant and reasoned objection” means an objection to a draft decision as to
whether there is an infringement of this Regulation, or whether envisaged action in
relation to the controller or processor complies with this Regulation, which clearly
demonstrates the significance of the risks posed by the draft decision as regards the
fundamental rights and freedoms of data subjects and, where applicable, the free flow
of personal data within the Union;

“representative” means a natural or legal person established in the Union who,
designated by the controller or processor in writing pursuant to Article 27, represents
the controller or processor with regard to their respective obligations under this




1.4.30

1.431

1.4.32

1.4.33

1.4.34

1.4.35

1.4.36

Regulation;

“restriction of processing” means the marking of stored personal data with the aim
of limiting their processing in the future; :

“special categories of data” means personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, or trade union membership, and
the processing of genetic data, biometric data for the purpose of uniquely identifying
a natural person, data concerning health or data concerning a natural person's sex life
or sexual orientation;

“supervisory authority” means an independent public authority which is established
by a Member State pursuant to Article 51;

“Substantial Public Interest” means the definition taken from Article 9(2){g),
specifically that the processing is necessary for reasons of substantial public interest,
on the basis of Union or Member State law which shall be proportionate to the aim
pursued, respect the essence of the right to data protection and provide for suitable
and specific measures to safeguard the fundamental rights and the interests of the
data subject;

“supervisory authority concerned” means a supervisory authority which is concerned
by the processing of personal data because: (a) the controller or processor is
established on the territory of the Member State of that supervisory authority; (b)
data subjects residing in the Member State of that supervisory authority are
substantially affected or likely to be substantially affected by the processing; or (c) a
complaint has been lodged with that supervisory authority;

“third party” means a natural or legal person, public authority, agency or body other
than the data subject, controller, processor and persons who, under the direct
authority of the controller or processor, are authorised to process personal data;
“Vital interests” means the definition taken from Article 6(1){(d), that the processing
is necessary in order to protect the vital interests of the data subject or of another
natural person.
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Section 3: Recipients of the personal data

We share and transfer student data to other data controllers. In this section we give you
further information about the types of recipients or categories of recipients of your personal
data. Please note that this list is not exhaustive, and we will transfer personal data to other
third parties where required or permitted by law. Furthermore, please note that MSLETB
reserves the right to contact appropriate third parties in the event of an emergency.

3.1 Parents / guardians: MSLETB shares information on educational progress and child
welfare with a student’s parent/guardian where the student is under 18 years.
3.1.1.Educational progress: Section 9(g) Education Act 1998 provides that: “A recognised

school shall provide education to students which is appropriate to their abilities and
needs and, without prejudice to the generality of the foregoing, it shall use its
available resources to — [...] (g) ensure that parents of a students, or in the case of a
student who has reached the age of 18 years, the student, have access in the
prescribed manner to records kept by that school relating to the progress of that
student in his or her education”. Section 22(2) states that the Principal and teachers
shall “(b) regularly evaluate students and periodically report the results of the
evaluation to the students and their parents”.

3.1.2.Freedom of Information Act 2014: where requested MSLETB may release personal
data relating to a student to his/her parent or guardian if that parent/guardian’s
access to the child’s records would “having regard to all the circumstances be in the
[child’s] best interests19”. For further information, see Regulation 5 of S.I. 218/2016
“Freedom of Information Act 2014 (section 37(8)) Regulations 2016.

3.1.3.Data access request: where requested MSLETB will consider an access-request
made by a parent/guardian on behalf of their child pursuant to Article 15 GDPR. In
considering such a request, MSLETB shall have regard to the fact that the right to
access to one’s personal data is the right of the data subject themselves, and in this
regard the guidance of the UK’s Information Commissioner’s Office:
“Even if a child is too young to understand the implications of subject access rights,
data about them s still their personal data and does not belong to anyone else, such
as a parent or guardian®®”’. MSLETB shall also have regard to the guidance of the Irish
Office of the Data Protection Commissioner?': “Legal guardians can make an access
request on behalf of a child. However, once a child is capable of understanding their
rights to privacy and data protection, the child should normally decide for themselves
whether to request access to data and make the request in their own name. Where
an organisation receives an access request from a legal guardian on behalf of a child
who has had direct interaction with that organisation, and/or where that child is
capable of understanding their own rights to privacy and data protection, the
organisation must take account of the child’s rights in deciding how to respond to
the access request”.
MSLETB shall have regard to the UN Convention on the Rights of the Child?, and in
particular balance the following interests:

19°5.1.218/2016 at regulation 6 thereof.

2 1CO Subject Access Request Code of Practice, available at: www.ico.org.uk/media/1065/subject-
access-code-of-practice.pdf

21 Access Rights and Responsibilities A guide for Individuals and Organisations, available at
https://dataprotection.ie/documents/AccessGuidance.pdf

22 Available at www.ohchr.ora/Documents/Professionallnterest/crc/pdf
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3.2

Article 16(1) of which provides that “no child shall be subjected to arbitrary or
unlawful interference with his or her privacy, family, home or correspondence, nor to
unlawful attacks on his or her honour” .

e Article 5 “rights and duties of parents ... to provide, in a manner consistent with the
evolving capacities of the child, appropriate direction and guidance in the exercise by
the child of the rights recognised in the present Convention”.

In considering such parental requests, MSLETB shall have regard to the best interests
of the child, the age of the child, their evolving capacity and level of maturity. Where
the child’s age and maturity has reached a point where he/she would have a
reasonable expectation of having an input into what happens to their personal data
and would reasonably expect to be consulted about to whom their data are released,
MSLETB shall consult with the child in an age-appropriate way (if it is appropriate in
the circumstances) and to take the child’s views into consideration. This is to ensure
that the voice of the child is heard in matters relating to his/her personal affairs
where it is age-appropriate to do so. MSLETB will consider the following factors?®
when determining a request for records made by a parent/guardian on behalf of
their child:

i. Where possible, the child’s level of maturity and their ability to make
decisions like this
ii. The nature of the personal data.
iii. Any court orders relating to parental access or responsibility that may

apply.
iv. Any duty of confidence owed to the child or young person.
V. Any consequences of allowing those with parental responsibility access to

the child’s or young person’s information. This is particularly important if
there have been allegations of abuse or ill treatment

vi. Any detriment to the child or young person if individuals with parental
responsibility cannot access this information.
vii. Any views the child or young person has on whether their parents should
have access to information about them
viii. Any child who is capable of forming his or her own views on whether their

parent(s) should have access to information about them shall have their
views ascertained and the data controller shall give due weight to those
views having regard to all the circumstances including the age and maturity
of the child and any other relevant considerations such as the child’s
safety, health, welfare, and wellbeing.

3.1.4.Emergency Contact: Where the parent/guardian has been nominated as the student’s
Emergency Contact, as per section 3.4 below.

Other Schools and Universities/Colleges/Institutes: where the student leaves the school or
centre and transfers to another educational setting or goes on exchange programme or
similar. We may be asked to supply certain information about the Student, such as academic
record, references, etc.

28 Factors (i) — (vii) being taken from the UK Information Commissioner's Office: “Subject Access Code
of Practice — Dealing with requests from individuals for personal information available at
https://ico.org.uk/media/1065/subject-access-code-of-practice.pdf

42



3.3

34

Student support team/Pastoral Care team meetings: Schools and centres within MSLETB
routinely hold student support meetings which are designed to identify students in need of
additional supports and to put plans in place as to how best to meet the student’s needs. This
is generally for the following purposes:

(a)  supporting the student in motivation and learning, and encouraging school completion,

(b)  supporting the student where there are substance abuse or addiction issues at home,

(c)  supporting the student through a difficult period, e.g. grief, loss, bullying, abuse at
home;

(d)  supporting the student exhibiting self-harm and/or engaging in suicidal thoughts,

(e)  addressing challenging behaviour;

{f) resolving behavioural, motivational, emotional and cognitive difficulties;

(g)  engaging with therapeutic and psychological services to obtain supports to students,
through assessment and therapeutic intervention (including to obtain access to the
Child and Adolescent Mental Health Service (CAMHS).

(h)  engaging in preventative work (drugs, alcohol, criminal behaviour, anti-social
behaviour, etc).

These meetings are generally held in the School/Centre building and are attended by the
following types of personnel within MSLETB: Principal of School/Head of Centre, Deputy
Principal, Guidance Counsellor, Pastoral Care Team personnel, Year-Head (where
appropriate). MSLETB recognises that a co-ordinated inter-agency approach will be required
in order to take a student-focused approach to addressing these complex issues: Accordingly,
the following types of third parties typically participate in such meetings:

e the student’s parent/guardian (where the student is under 18 years)

* Tusla (social worker, child protection team, and School Completion Programme team)

* An Garda Siochéna (including Garda Juvenile Liaison Officer, and other juvenile/youth
diversion programme personnel)

* Youth services, including for example Neighbourhood youth projects, and/or youth
workers / support workers and other voluntary groups working in the sector

¢ Regional Drugs and Alcohol Drugs Task Force Education and Prevention Workers

e HSE

These Student Support meetings/Pastoral Care Team meetings are designed to support the
student’s best interests. The outcome of these meetings may result in the student being
referred on for specific assessments and/or therapeutic treatments (e.g. CAMHS, NEPs etc).

Where the student is under 18 years, their parent/guardian will be informed that these
meetings are taking place and shall be furnished with appropriate information and/or leaflets
(where appropriate and where available) to explain the capacity in which third parties attend
these meetings.

While each of the third parties engaging in these Student Support Meetings may hold their
own files and/or personal data relating to the student (which would be governed by the data
protection policy of the organisation which they represent), the MSLETB will be the data
controller in respect of the official minutes produced at the conclusion of any such of these
meetings.

Emergency Contact: Emergency contact information is gathered and retained for the purpose
of communicating information about the data subject to said Emergency Contact in situations
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affecting or potentially affecting the data subject’s vital interests. Such circumstances include,
but are not limited to, perceived health risks and/or injury to the data subject, emergency
situations etc.

Sharing student data with Department of Education Student data, and Data-sharing with
the Department of Education and Skills for POD, P-POD etc: The Department of Education
and Skills requires MSLETB to provide student data information to the Department of
Education and Skills?.

351

3.5.2

353
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The MSLETB collects personal data to be transferred to the Department of Education
and Skills via the Primary Online Database {“POD”) and/or the Post-Primary Online
Database (“P-POD”) systems. The school asks parents/guardians and students to
complete a document called “October Returns” for the purposes of complying with DES
requirements to determine staffing and resource allocations. The October Returns are
submitted to the DES electronically. The DES has their own policy governing the security
of the data sent to them by all post-primary schools.

The main purpose of the October Returns is for the DES to determine whether the
student qualifies for English language support and/or additional resources and support
to meet their particular educational needs. The Department of Education and Skills uses
this data for its own internal processes, including monitoring educational progress as
pupils move through the primary education system and on to post-primary. The returns
provide the Department of Education and Skills with the information needed to develop
and evaluate educational policy, to calculate teacher allocation, capitation, grant
payments for schools, to determine resource allocation, for statistical analysis and
reporting in the areas of social inclusion and integration of students in the education
system, and for planning purposes. The details of the personal data submitted to the
DES via POD/P-POD are outlined at Section 2 of this Policy. Certain of the items are
optional, and parents/guardians do not have to supply this information if they do not
consent (see further Section 2).

The DES transfers some of this personal data to other Government departments and
other State bodies, such as transfers to the Department of Employment Affairs and
Social Protection: pursuant to the Social Welfare Acts, transfers to the State
Examinations Commission, transfers to the Educational Research Centre, and transfers
to the Central Statistics Office pursuant to the Statistics Acts. The data will also be used
by the DES for statistical, policy-making and research purposes. However, the DES
advises that it does not use individual data, but rather aggregated data is grouped
together for these purposes. The DES has a data protection policy which can be viewed
on its website (www.education.ie). The DES has also published a “Fair Processing
Notice” to explain how the personal data of students and contained in October Returns
is processed. This can also be found on www.education.ie (search for Circular Letter
0047/2010 in the “Circulars” section).

if a parent/guardian objects to their child’s personal data being submitted to the
Department of Education and Skills via the POD/P-POD system, they submit a written

Post-Primary Schools, see Circular 0023/2016 available at www.education.ie/Circulars-and-
Forms/Active-Circulars/cl0023 2016.pdf. Further information available at www.education.ie/en/Schools-

Colleges/Services/Returns/Post-Primary-Online-Database-P-POD-Project/
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objection to the School (see Department of Education and Skills Circular 37/2016, page
2 (paragraph 2(a)).

Sharing student data with the Department of Education and Skills for NEPS:

The National Educational Psychological Service is a service provided by the DES. NEPS employ
psychologists who work with primary and post-primary school students. NEPS works with
students, parents, and teachers to help children and deliver a range of services. For further
information, see https://www.education.ie/en/Schools-Colleges/Services/National-
Educational-Psychological-Service-NEPS-/Information-for-Parents.html|

Sharing staff data with the Department of Education and Skills: MSLETB shares data with
the Department of Education and Skills relating to:

(a)

(b)
(c)

()

Matters that are the subject of parliamentary questions in the D&il: ETBs are
statutorily required to provide the Minister for Education and Skills with information
regarding, inter alia, the performance of a chief executive’s functions (section 15(3)
Education and Training Boards Act 2013), information relating to the performance of
the board’s functions (section 40(9) of the 2013 Act); and such reports and returns and
such information as the Minister “may from time to time require) (per section9 (5) of
Schedule 3 to the 2013 Act).

Staff and staff levels: the staffing budget and staffing levels within ETBs are calculated
on the basis of aggregated returns made by ETBs,

Information regarding disability: this is reported (on an aggregated, anonymised basis)
to the Department of Education and Skills on the target for employment of persons with
disability under the Disability Act 2005.

The Inspectorate: section 13 Education Act 1998 (as amended) created the
Inspectorate, being comprised of the child inspector and such inspectors as the Minister
for Education considers appropriate. It is the function of the inspectorate to visit
recognised schools and centres for education in order to evaluate the organisation and
operation of those schools and centres and the quality and effectiveness of the
education provided in those schools or centres, including the quality of teaching and
effectiveness of individual teachers; evaluate the education standards in such schools
or centres; assess the implementation and effectiveness of any programmes of
education which have been devised in respect of individual students who have a
disability or other special educational needs; and report to the Minister (or to the board
of management, patron or such other bodies as may be prescribed) on these and other
appropriate matters. As part of their inspection, the Inspector may require to see
personal data relating to staff and/or students in order to conduct their assessment.
Recognised schools and centres are required to cooperate with the Inspectorate, and
section 13(12A) of the Education Act 1998 (as amended) creates an offence of
obstructing or interfering with the inspectorate in the course of their role.

Section 29 Committees: where there has been a decision to (a) permanently exclude a
student from the school, or (b) suspend a student from the school for a cumulative
period of 20 school days in any one school year, or (c) refuse to enrol a student in the
school, section 29 Education Act 1998 outlines that an appeal can be made against that
decision. Circular letter M48/01 outlines the Appeal Procedures Under Section 29 of
the Education Act, 1998 applies. In the case of a school which is established or
maintained by an Education and Training Board (ETB), the appeal against the decision
of the board of management of the school shall be made, in the first instance, to its ETB.
In the event that the matter cannot be resolved at ETB stage, the parent (or student, if
they are over 18 years) can make an application to the Secretary General of the
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Tusla:

Department of Education and Skills. The DES establishes an Appeals Committee to hear
the section 29 Appeal, and the data relating to the suspension/expulsion/refusal to
enrol the student (as appropriate) is submitted to that Appeals Committee in order for
them to hear all the evidence and reach a decision. The documentation submitted to
the section 29 Appeals Committee can include:

Records relating to Code of Behaviour (complaints, investigations, minutes,
letters)

CCTV showing incidents that are alleged to have breached the Code of
Behaviour (for further information, please see the CCTV Policy).

Any other data as may be relevant to the Appeal.

Parents (and students over the age of 18 years) are furnished with a copy of the relevant
section 29 documentation, and in advance of lodging their appeal they acknowledge
and understand that MSLETB will share and transfer data to that Appeals Committee in
order for them to hear the Appeal and adjudicate on the matter.

3.8.1

3.8.2

3.8.3

(a)

Child protection, child safeguarding, child welfare and social work: ETBs are
required to seek advices from and/or make referrals to the statutory bodies
established for law enforcement and child protection if they suspect any form
of child abuse or receive a disclosure of child abuse. These obligations are set
down in section 14 Children First Act 2015, section 2 Criminal Justice
(Withholding of Information on Offences against Children and Vulnerable
Persons) Act 2012 and DES Circular 0081/2017 and the accompanying Child
Protection Guidelines. Where child protection, child safeguarding, and/or
child welfare matters arise, MSLETB may be asked to participate in child
protection conferences (all party meetings between Tusla, the School and
other bodies). ETB will also share and transfer personal and sensitive personal
data to Tusla in respect of members of staff and/or third parties (a student’s
parent, another family member) where the concern/disclosure relates to an
alleged wrongdoing on their part. Pursuant to the Protection for Persons
Reporting Child Abuse Act 1998 and the Children First Act, 2015, a person is
protected from civil liability for informing Tusla and/or An Garda Siochdna of
his/her suspicion that (a) a child has been or is being assaulted, ill-treated,
neglected or sexually abused, or (b) a child's health, development or welfare
has been or is being avoidably impaired or neglected, (unless it is proved that
he or she has not acted reasonably and in good faith in forming that opinion
and communicating it Tusla and/or An Garda Siochana).

Meitheal support meetings: Tusla co-ordinated inter-agency response to
assessing the needs of children and families that have come to the attention
of social work practitioners (including because of child welfare or safety
concerns).

EWO/NEWB: attendance, suspensions, and expulsions etc:

Attendance: pursuant to the Education (Welfare} Act 2000, recognised
schools and centres are required to collect data relating to students’
attendance. Section 21 states that the principal of a recognised school shall
cause to be maintained a record of the attendance or non-attendance on each
school day of each student registered at that school; it further provides that
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3.10

3.11

where a student fails to so attend school, the register should state the fact of
his or her failure and the reasons for such failure. Where the student is absent
from school for an aggregate number of 20 school days during a school year
(or where the principal forms the opinion that the student is not attending
school regularly) the Principal is statutorily required to inform the Education
Welfare Officer of this in writing.

(b) Suspension: where a student is suspended from a recognised school for a
period of not less than 6 days, (or 20 days cumulatively over a school year, per
(a) above), the Principal is required to inform the Education Welfare Officer of
this in writing, per section 21 Education (Welfare) Act 2000.

(c) Expulsion: pursuant to section 24 Education (Welfare) Act 2000, where it is
decided that a student should be expelled from a school, the School is
required to notify the Educational Welfare Officer of this fact “and the reasons
therefor” in writing.

An Garda Siochéna:

3.9.1 Child abuse and child protection: per section 2 Criminal Justice (Withholding
of Information on Offences against Children and Vulnerable Persons) Act
2012. See further (3.8.1) above.

3.9.2 Other criminal matters: ETBs will report matters of alleged criminal acts,
criminal behaviour, criminal damage etc to An Garda Siochéana in order to the
Gardal to prevent, detect and investigate of offences, and pursuant to
MSLETB’s duty of care to all students, staff, and others.

NCSE: SENOs etc: Special Educational Needs Organisers (“SENOs”) are employed by the
National Council for Special Education (a statutory body established by section 19 of the
Education for Persons with Special Educational Needs Act 2004). A SENO deals with
applications for additional teaching and Special Needs Assistant support for children with
special educational needs from all schools. The SENO assists in allocation of resources. The
statutory role of the SENO is set out in section 26 of the Education for Persons with Special
Educational Needs Act 2004, and it is their role to obtain from the school copies of any medical
reports and/or assessments, Individual Education Plans, and/or such other documentation
relating to the needs of the student with special educational needs. Pursuant to section 26(6),
the board of management, principal, teachers and other members of staff of a school are
statutorily required to give all such assistance as may reasonably be required by the special
educational needs organiser in the performance by him or her of his or her functions. When
parents and/or clinicians are furnishing copies of medical reports and/or assessments to the
school in order to ensure their child/patient obtains all necessary supports and assistance,
they do so on the fully informed basis that same will be disclosed to the SENO in order to
obtain those supports, resources, and other assistance for the student.

HSE: MSLETB may be asked by the HSE to circulate HSE information materials about a
vaccination programme or similar public health issues, particularly relating to particular
ages/groups of students. This is generally so that the HSE can invite them to participate in
vaccination programmes or other public health initiatives. When parents receive the
information leaflets, the parent/guardian engages directly with the HSE and (if they wish)
consent to the provision of information to the HSE by the completion and returning of the
relevant documents to the HSE. Participation in the vaccine/programme is entirely a matter
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for the parents, and for them to pursue directly with the HSE. MSLETB may offer the HSE
temporary facilities within a ETB premises in order to comply with section 32 of the Health Act
1953 (“affording of facilities for health examination of children at schools”). In certain
instances, MSLETB may accept / collect forms from students for returning to the HSE where
such processing is in the public interest.

3.12 Work placement providers and/or employers: for those students going on work-experience
and/or work placement, and/or apprenticeships.

3.13 Data-sharing with SOLAS and others via the Programme Learner Support System (“PLSS”)

3.13.1

3.13.2

3.133

MSLETB is a programme provider of further education and training (“FET”), and
offers many courses to adult learners. These FET programmes are funded
through SOLAS (An tSeirbhis Oideachas Leantinaigh agus Scileanna) established
under the Further Education and Training Act 2013 as the national further
education and training authority.

As a condition of application for or enrolment in a FET course funded through
SOLAS, your personal data (and that of third parties, such as your next of kin) are
collected using the Programme Learner Support System (“PLSS”). PLSS is a joint
project between SOLAS and other participants {including Education and Training
Boards Ireland (ETBI)). PLSS is a suite of software applications that are designed
to provide an integrated approach to the collection and processing of personal
data of users of PLSS and FET programmes funded through SOLAS, and the
outputs, outcomes and performance of such programmes.

When you apply for a FET programme funded through SOLAS, you will be asked
to provide:

{a}  Your personal data and information about yourself. The personal data will
include your PPSN, first name, surname, name as per your birth certificate
or passport, address, date of birth, gender, nationality, whether you are in
receipt of a Department of Employment Affairs and Social Protection:
(DSP} payments {and if so, the nature of those payments, and other DSP
data) and/or employment details for those of you that are in employment
and/or attended higher education, whether you have previously attended
a FET programme funded through SOLAS.

(b)  Special category personal data, such as whether you have a disability.
Ethnic or cultural background, living circumstances may be requested,
which you may freely decide to give or not — this is an entirely optional
disclosure. If you provide this information, the data will be reported, in
aggregate form, for statistical and research purposes and to compare the
progress of such groups with other groups. Such statistics and research
will assist in identifying gaps in the system and assisting in the
development and implementation of appropriate policies (e.g. equal
opportunity policies) and interventions for future learners. If you decide
to provide this information you are giving your explicit permission for the
data to be processed for these purposes

Further details of the data to be processed are listed in section 2 of this policy,
and also at Appendix 2 of the PLSS Data Protection Statement, available at
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3.13.4

3.13.5

3.13.6

www.mavyosligoleitrim.etb.ie/policies-procedures.

The personal data stored on PLSS are processed for the following purposes:

(a) To contact you about the application for the FET programme.

(b) To administer the application and to assess your eligibility for a FET
programme funded through SOLAS in a particular academic year.

(c) To follow up with you after the application is received, as required.

(d) Maintenance of your learner record (including personal and course
details),

(e) Management of course processes (including commencement, completion,
progressions) '

(f)  Providing advice and support through the FET provider Guidance Services,
where available.

(8) To record the course you enrolled in and your award (if any).

(h) To contact you after the course completion in order to measure course
impact in relation to your further education and training participation and/
or employment.

(i) Totrack, evaluate and assess the outcomes of the FET programme.

(i) To comply with European Union monitoring and reporting requirements.

(k) To check/verify the accuracy of your personal data: to support efficient
processing of the application, MSLETB may need to check the accuracy of
personal information you provide with external data sources. For example,
if you have achieved certifications previously from another institution, the
FET programme provider may need to contact the other institution(s) for
confirmation of any qualifications obtained.

SOLAS is required under the Further Education and Training Act 2013 to (among
other things) to assist in the co-ordination and provision of training by others and
conduct research into the functions of SOLAS. This might include tracking
involvement in, conducting impact evaluations on and assessing outcomes of,
FET programmes funded through SOLAS. Accordingly, pursuant to agreed
protocols and arrangements, SOLAS may.provide to and receive from other
Governmental, regulatory and/or public bodies (including those listed in
Appendix 3), limited and specific types of data about you or provided by you in
your application for a FET programme. For example, FET providers are required
to disclose some of your personal data to SOLAS for statistical purposes. In
addition, if you are attending a European Union co-funded programme the
Department of Education and Skills is required to provide some of your personal
data to allow monitoring, reporting and evaluating programmes to which they
provide funds.

The following parties participate in the PLSS scheme (referred to in this section
as “PLSS Participants”) and have access to an extract of the data generated from
the PLSS system:

(@)  The Department of Education and Skills (“DES”).

(b)  CSO Administrative Data Centre: PLSS data will be pseudonymised by a CSO
statistician and linking of PLSS learners with the Revenue, DEASP, QQl and
HEA data will be done using the CSO unique identifier (i.e. CSO PPSN).

(c)  Department of Employment and Social Protection: To validate information
on applicants in receipt of social welfare payments.

(d)  Quality and Qualifications Ireland (QQlI): To verify information regarding
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applicant’s certification outputs as a result of attending an FET Programme.

(e}  Higher Education Authority (“HEA”): Not currently shared directly but in
the event of being shared, to verify and validate applicants who progress
to higher education.

3.13.7 Once uploaded to the PLSS, there is "cross data sharing" of that personal data by
other PLSS Participants, so your personal data could be obtained by those PLSS
Participants even if the applicant/learner has not previously engaged with those
bodies. There are written Data-sharing Protocols between the Department of
Social Protection, the Higher Education Authority and QQlI with SOLAS. A Data
Processing Services Agreements has been put in place between MSLETB and
SOLAS. Each of these agreements dictate the scope and parameters of
permissible usage of and access to learner/applicant personal data.

3.13.8 Each of PLSS Participants will process personal data and information that you
provide and, in some instances where relevant, information provided to them by
third parties such as other Governmental/public sector bodies, and made
available to affiliated entities, agents, service providers, advisers and data
processors and other Governmental, regulatory and/or public sector bodies. For
further information, please see the PLSS Data Protection Statement, available at
www.mayosligoleitrim.etb.ie/policies-procedures.

3.13.9 At national level (section 7 Further Education and Training Act 2013) and
European level, SOLAS must report, as a statutory requirement for funding, on
the FET sector pursuant to the European Social Fund Regulation (EU) 1304/2013
of the European Parliament and of the Council 17 December 2013. Until 2027,
under the Programme for Employability, Inclusion and Learning 2014-2020
(“PEIL”), SOLAS must justify the ESF co-funding that it seeks via the DES by way
of reporting. The PEIL requires the national authority in each Member State
charged with the function of FET provision to collect and store detailed data
about each learner in receipt of ESF co-funding. For this, SOLAS must be able to
gather evidence which it obtains from its evaluation of FET outcomes including
improved employability and the social inclusion of various groups in society (e.g.
youth, females, long term unemployed, immigrants, persons with disabilities,
socio-economic disadvantaged, etc.). SOLAS may also be randomly audited by the
European Commission to verify and validate Ireland’s ESF claim for funding. In
the event that such ESF auditors were to make a finding of poor data or
information quality, ESF co-funded provision could be suspended. This would
have a serious knock-on effect on FET funding in freland (not least through a
potential funding deficit) and therefore its provision in Ireland and SOLAS’
legislative mandate under the FET Act would not be fulfilled. In the context
operating PLSS for the above purposes, SOLAS will act as a data controller over
the information it collects from learners and from the other PLSS Participants for
this purpose.

3.14 Data-sharing with third party vender MIS systems via the Programme Learner Support
System (“PLSS”)

MSLETB uses additional functionality in the Salespulse System, VSware and MIT, eNrol and
an export facility is available within PLSS in support. Use of these systems is determined
locally as some functionality is not available in PLSS.

50



3.15 SUSI: SUSL is a business unit of City of Dublin ETB, which is the single national student grant
awarding authority designated by the Minister for Education and Skills under the Student
Support Act 2011. SUSI administers applications under the annual Student Grant Scheme for
higher and further education grants. CDETB is the joint Data Controller with the Department
of Education and Skills for student grant applications under the Student Grant Scheme. SUSI
processes information submitted via an online application process. In submitting a single
online application, personal details of all parties to the application together with their income
details are provided to SUSI. All parties are required to acknowledge that they have read the
SUSI data protection statement (a summary text and link to the full text are provided at this
point in the application form) and to confirm that the information they provide is complete
and accurate (a form of declaration to this effect is provided at this point). The categories of
personal data provided by parties to an application and collected by SUSI for the purpose of
assessment are: name, address and contact details, date of birth, PPS number; nationality;
employment details; bank details. As part of conducting an assessment and ongoing grant
management and payment, SUSI may share some or all of the data provided by parties to an
application with other Government bodies and agencies set out in Schedule 2 of the Student
Support Act 2011. The third parties with whom SUSI exchanges data include the Department
of Education and Skills, the Department of Employment Affairs and Social Protection, the
Revenue Commissioners, the Central Applications Office, the HSE and former awarding
authorities, i.e. ETBs. All data sharing arrangements are governed by respective data sharing
agreements with each of the data sharing bodies. Section 28(5) of the Student Support Act
2011 provides for the relevant purpose of collecting, processing and sharing the information
submitted to SUSI The purposes include obtaining information to determine whether an
applicant is eligible for a grant; verifying data supplied as part of the application process;
assisting in the processing of an application for a grant by a student and assisting in the
payment of grants to students, and verifying that a student is enrolled or registered, in
accordance with the rules of an approved institution, and continuing to attend an approved
course at an approved institution.

3.16 Teaching Council: The Teaching Council is the statutory body that regulates the teaching
profession in Ireland. It was established by the Teaching Council Acts 2001 -2015. Personal
data is shared by Teaching Council and MSLETB for the purposes of the Teaching Council
performing its statutory functions {including regulating the teaching profession and promoting
professional standards), including to fulfil the statutory functions set out below:

(a) Data-sharing of information from the register: Section 30 of the Teaching Council
Acts 2001 - 2015 requires all teachers to register with the Council if they are to be
paid from State funds. It states that if the teacher is not registered, or is otherwise
removed or suspended from the register, they shall not be remunerated out of
moneys provided by the Oireachtas. Section 7 of the Education (Amendment) Act
2012 provides that the Teaching Council shall provide each ETB with information
held by the Council in respect of each person who is or was a registered teacher,
and to provide MSLETB with information regarding whether that person’s
conditional registration lapses, or if the person is removed from the teaching
register. The Teaching Council operates a “paymaster interface to the Register of
Teachers” in order to facilitate ETBs verifying the teacher’s eligibly for payroll
pursuant to section 30 Teaching Council Acts 2001 — 2015, and for verifying
qualifications for the calculation of qualification allowances etc.

(b} Data-sharing re vetting: The Teaching Council is responsible for co-ordinating
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3.18

3.19

3.20

3.21

3.22

statutory vetting of the teaching profession, and shares teachers’ personal data
(including special category data) with the National Vetting Bureau for that purpose.
The statutory process for conducting vetting applications is prescribed by the
National Vetting Bureau (Children and Vulnerable Persons) Acts 2012 to 2016.
Where an applicant applies for a position in a school/centre (or otherwise pursuant
to the retrospective vetting provisions prescribed by the Department of Education
and Skills) the Teaching Council is required to release a copy of the Vetting
Outcome/disclosure to that school/centre, and therefore there is data-sharing
between MSLETB and the Teaching Council as part of this process.

{c) Data-sharing re fitness to teach/regulatory procedures: The Teaching Council is
required to undertake investigative and disciplinary functions. This includes
conducting inquiries into matters such as professional misconduct, poor
professional performance, and fitness to teach. The Teaching Council may call upon
any person in attendance as a witness before a panel under section 43 Teaching
Council Act produce any documentation in his or her power or control lawfully
required by the panel to be produced by him/her. Pursuant to section 43B of the
Teaching Council Acts 2001 - 2015 it shall be an offence to refuse such a request.

For more information in relation to data processing within the Teaching Council, please
refer to www.teachingcouncil.ie/en/About-Us/Data-Protection-Compliance-Policy

Central Statistics Office: The Department of Education and Skills and ETBs make aggregated,
cumulative, statistical data available to the Central Statistics Office, under the Statistics Acts
to assist with the compilation of national statistics.

Revenue Commissioners: For payroll purposes, to remit employers’ tax and employees’ PRSI,
PAYE etc and other tax deductions to the Revenue Commissioners.

The Department of Employment Affairs and Social Protection: The Department of
Employment Affairs and Social Protection: may require MSLETB to provide it with certain
personal data relating to a student/learner (and/or his/her parents where the student is under
18 years). Section 265(1) of the Social Welfare {Consolidated) Act 2005 provides that a
specified body {of which MSLETB is one) may share information with another specified body
(of which the Department of Employment Affairs and Social Protection: is another). Such data-
sharing, where requested, will proceed if it complies with the Data Protection Commissioner’s
Guidance note on “Data Sharing in the Public Sector25”, and in particular the advices: “public
bodies who engage in data sharing arrangements should, in advance of any such sharing,
inform all individuals whose personal data is being shared of the data sharing arrangement by
outlining the information as required to be provided as per Section 2(2D) of the DPA”.

Financial institutions: Data is transferred to financial institutions for the purposes of
administering staff payroll, payment of expenses, processing of student fees and grants etc.

Past and future employers: to obtain/furnish References, and/or service records.
Financial Accounts, Audits, and Auditors: MSLETB is required to prepare financial statements

(see section 51 Education and Training Board Act 2013) and to comply with the Comptroller
and Auditor General in respect of its statutory audit function, and pursuant to section 25

25 hitps://dataprotection.ie/docs/Data-Sharing-in-the-Public-Sector/m/1217.htm
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3.25

3.26

3.27

3.28

3.29

Education and Training Board, to report to the Public Accounts Committee of Dail Eireann and
give evidence to that committee regarding the propriety of the affairs of MSLETB.

The Internal Audit Unit (IAU-ETBs) evaluates the integrity of all financial and operational
performance indicators, including regulatory compliance, and gives an independent opinion
to the Audit Committee, on the adequacy and effectiveness of the whole system of internal
controls and assurance within the organisation, and the extent to which the Audit Committee,
and subsequently the Board, may rely on these. The function of the IAU-ETBs is set out in the
Code of Practice for the Governance of ETBs.?® The provisions of the Code of Practice as set
out in Department of Education & Skills Circular 0018/2015 and underpinned by the terms of
Section 52 of the Education and Training Boards Act (2013) have a statutory basis. CMETB is
the legal entity which hosts the IAU-ETBs for administrative and employment purposes.

Pension administrators, companies offering Additional Voluntary Contribution (AVC)
pension products (where relevant), financial organisations offering income continuity
policies (where relevant): for any occupational pension scheme to be operated, transfers of
service executed, contributions to be remitted and pension benefits paid and the
implementation of family law pension adjustment orders etc. If the employee is participating
in an AVC or income-continuity policy, and requires the employer to transmit information or
remit payments to that entity, MSLETB will facilitate same where directed to do so by the
employee. Pensions data will also be transferred to the Revenue Commissioners and the
Department of Employment Affairs and Social Protection: where required by law.

Trade unions: staff may be members of recognised unions, and they may wish to be
represented by their trade union official (and/or shop steward) in certain IR/HR matters in the
workplace. These are dealt with in the relevant workplace policies and sectoral Circulars
issued by the Department of Education and Skills.

ETBs’ Insurer and/or Legal Advisors, including the Legal Services Support Unit, Education
and Training Boards’ Ireland: MSLETB transfers and shares data with its insurers, Irish Public
Bodies, and their duly appointed workplace investigators, claims handlers, and legal advisors,
pursuant to MSLETB's insurance policy. MSLETB also shares and transfers personal data to its
legal advisors to obtain legal advices and for the taking and defending of legal claims. These
transfers are for the purposes of obtaining legal advices, resolving disputes, and defending,
compromising or otherwise settling litigation.

Service providers (CCTV, security, IT support, payments solutions platforms, direct
marketing agencies or printing companies, plagiarism detection services/software, service
providers delivering services to students, e.g. Apps, Tablets etc). To obtain appropriate
expertise and support, and to ensure that MSLETB is being properly managed. These service
providers shall be retained pursuant to a written [Service Level Agreement/Data Processing
Agreement].

Health & Safety Authority (HSA): To report matters including workplace accidents and
dangerous occurrences pursuant to the Safety, Health and Welfare at Work (General
Application) Regulations 2016.

Paymaster General: the body that administers the payment of pensions to pensioners. For
further information, please see www.pssc.gov.ie/about-pssc (under the aegis of the

% Department of Education and Skills Circular Letter 0018/2015 Section 14
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3.31

3.32

3.33

Department of Public Expenditure and Reform).

Payroll Shared Services: when implemented, ETBs will transfer data in accordance with a Data
Sharing Agreement and/or Memorandum of Understanding/Service Level Agreement.

Financial Shared Services: when implemented, ETBs will transfer data in accordance with a
Data Sharing Agreement and/or Memorandum of Understanding/Service Level Agreement.

Education and Training Boards’ Ireland: MSLETB shares data with its national representative
body, Education and Training Boards Ireland (ETBI) as recognised under section 2 of the
Education and Training Boards Act, 2013, ETBI operates pursuant to its Constitution and to
collectively represent its member ETBs and promote their interests, as set out in the Education
and Training Boards Act 2013.

Public Service Transfer Network: where an employee requests a transfer of service to and
from the civil service, Garda Sfochédna, national and secondary teaching sector, and the
Defence Forces, this scheme permits them to transfer pensionable/reckonable service for the
purposes of the superannuation provisions applying to persons employed in a pensionable
capacity. The transfer of information to the new employer is at the specific request of the
employee. For further information, and a list of the current participants in the network, please
see www.etbi.ie/wp-content/uploads/2014/02/pstn_list_of participants 17 2 14.pdf

This is an indicative list of the bodies to whom we transfer data, but it is not an exhaustive list.
We will disclose to other third parties {who are not necessarily listed here) where there is a
legal basis, and/or we are legally required to do so.

Section 4: Third country/international transfers

We do not transfer your personal data to a third country or international organisation. Certain
companies who process personal data on behalf of MSLETB may transfer personal data for
processing outside the EU, however this will only be done with the agreement of MSLETB and
with the assurance that appropriate safeguarding measures are in place to protect the data.

Section 5: Automated Decision Making / Profiling

We do not engage in automated decision making/profiling.

Section 6: Records’ Retention

In this section, we will give you further information about the period for which your personal
data will be stored (or if that is not possible, the criteria used to determine that period).
MSLETB Records Retention Schedule is available at www.mavosligoleitrim.etb.ie/policies-
procedures. Please note the retention schedule is subject to ongoing review and monitoring.




l Section 7: Your rights ; l

In this section, we will give you further information about your rights as a data subject. In our
Privacy Notice and in this Data Protection Policy, we give you information in order to ensure
that the processing of your personal data is fair and transparent. If you have any additional
queries, please contact our Data Protection Officer {contact details in Section 8).

7.1  Right to complain to the Data Protection Commissioner: Please let us know if you have any
comments or queries. If you wish, you have the right to lodge a complaint to the Data
Protection Commissioner. Their contact details are set out below:

Telephone +353 57 8684800
+353 {0)761 104 800

Lo Call Number 1890 252 231

Fax +353 57 868 4757

E-mail info@dataprotection.ie
Postal Data Protection Commissioner

Canal House, Station Road
Portarlington, Co. Laois
R32 AP23

7.2 Right of access:
7.2.1 You have the right to obtain confirmation as to whether or not your personal data are

being processed by MSLETB, and, where that is the case, access to the personal data
and the following information:

a) the purposes of the processing;
b) the categories of personal data concerned;
c) the recipients or categories of recipient to whom your personal data have

been or will be disclosed, in particular recipients in third countries or
international organisations; (and where your data are transferred to a third
country or to an international organisation, you shall have the right to be
informed of the appropriate safeguards).

d) where possible, the envisaged period for which the personal data will be
stored, or, if not possible, the criteria used to determine that period;
e) the existence of the right to ask MSLETB to rectify or erase your personal

data or restrict the processing of your personal data or to object to such
processing;

f) the right to lodge a complaint with the Data Protection Commissioner;

g) where your personal data are not collected directly from you, any available
information as to their source;

h) the existence of automated decision-making, including profiling, and,

meaningful information about the logic involved, as well as the significance
and the possible consequences of such processing for you.

7.2.2 Where we receive such a request, MSLETB reserves the right to request such official
identification documentation (e.g. passport or driver’s licence) from you.
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7.3

7.4

7.2.3

724

7.2.5

7.2.6

7.2.7

Where a valid request has been received, MSLETB shall provide a copy of the personal
data undergoing processing. For any further copies requested by the data subject,
MSLETB reserves the right to charge a reasonable fee based on administrative costs.

Where you make the request by electronic means, and unless otherwise requested by
you, the information shall be provided in a commonly used electronic form.

The right to obtain a copy of your data shall not adversely affect the rights and freedoms
of others.

If data relating to a third party is involved, it will not be disclosed without the consent
of that third party or alternatively the data will be anonymised in order to conceal the
identity of the third party.

MSLETB reserves the right to supply personal information to an individual in an
electronic format e.g. on tape, USB, CD etc. If the requested data are CCTV recordings,
MSLETB reserves the right to release this either (a) in soft copy footage, or (b) in still
images (photos) at a rate of one photograph per second of video?. If the CCTV footage
includes images of other people, their images may be pixilated or otherwise blanked
out,

Right to rectification

731

7.3.2

Where MSLETB is processing inaccurate personal data, you have the right to have those
inaccuracies rectified.

Taking into account the purposes of the processing (see Section 2 of this Policy), you
have the right to have incomplete personal data completed (including by means of your
providing us with a supplementary statement).

Right to be forgotten

7.4.1

7.4.2

You may have the right to be forgotten/the right to erasure of your personal data,
subject to certain conditions.
The Right to be Forgotten shall apply only where:

a. the personal data are no longer necessary in relation to the purposes for
which they were collected or otherwise processed;

b. where the processing is based on Consent (see Section 2 above) and there is
no other legal ground for the processing, and you now wish to withdraw
that consent;

¢. you object to the processing pursuant to Article 21(1) and there are no
overriding legitimate grounds for the processing, or the data subject objects
to the processing pursuant to Article 21(2) (direct marketing);

d. your data have been unlawfully processed;

e. your data have to be erased for compliance with a legal obligation in Union
or Member State law to which the controller is subject;

f. your data have been collected in relation to the offer of information society
services referred to in Article 8(1).

27 See page 10 of guidance issued by the ODPC:
https://dataprotection.ie/documents/AccessGuidance.pdf
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7.5

7.4.3 Notification: Where MSLETB has made the personal data public and is obliged pursuant
to Article 17(1) GDPR to erase the personal data, MSLETB, taking account of available
technology and the cost of implementation, shall take reasonable steps, including
technical measures, to inform controllers which are processing the personal data that
the data subject has requested the erasure by such controllers of any links to, or copy
or replication of, those personal data.

7.4.4 The Right to be Forgotten (and the notification referred to at (7.4.3) above) shall not
apply to the extent that the processing is necessary:

a. for exercising the right of freedom of expression and information;

b. for compliance with a legal obligation which requires processing by Union or
Member State law to which MSLETB is subject or for the performance of a
task carried out in the public interest or in the exercise of official authority
vested in the controller;

c. forreasons of public interest in the area of public health in accordance with
Article 9(2)(h) and (i), as well as Article 9(3);

d. for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes in accordance with Article 89(1) in so far as
the right referred to in paragraph 1 is likely to render impossible or seriously
impair the achievement of the objectives of that processing; or

e. forthe establishment, exercise or defence of legal claim.

Right to restrict processing

7.5.1 You have the right to request us to restrict our processing your personal data subject to
the conditions set out in Article 18 GDPR.

7.5.2 The right to restriction arises one of the following applies:

a. You are contesting the accuracy of your personal data, for a period enabling
MSLETB to verify the accuracy of your personal data;

b. the processing is unlawful and you are opposing the erasure of the personal
data and are requesting the restriction of the use of your data instead,;

¢.  MSLETB no longer needs the personal data for the purposes of the processing,
but they are required by you for the establishment, exercise or defence of
legal claims;

d. You have objected to processing pursuant to Article 21(1) pending the
verification whether the legitimate grounds of the controller override those
of the data subject.

7.5.3 Where processing has been restricted, such personal data shall (with the exception of
storage) only be processed with your consent or for the establishment, exercise or
defence of legal claims or for the protection of the rights of another natural or legal
person or for reasons of important public interest of the Union or of a Member State.

7.5.4 Where you have restricted our processing of your data pursuant to Article 18(1), you
shall be informed by MSLETB before the restriction of processing is lifted.
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7.6

7.7

Right to data portability

7.6.1

7.6.2

7.6.3

7.6.4

7.6.5

7.6.6

You shall have the right to data portability per Article 20 GDPR. This means that you
shall receive your personal data, which you have provided MSLETB, in a structured,
commonly used and machine-readable format.

The right to data portability applies where:

{a)  the processing is based on Consent (Article 6(1)(g) or Article 9(2)(a)), or on a
Contract Article 6(1)(b); and

{b)  the processing is carried out by automated means.

For the avoidance of doubt, the right to data portability does not apply to processing
necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller,

The right to data portability shall not adversely affect the rights and freedoms of others.

You have the right to transmit those data to another controller without hindrance from
MSLETB to which the personal data have been provided.

In exercising your right to data portability, you shall have the right to have the personal
data transmitted directly from one controller to another, where technically feasible.

Right to object

7.7.1

7.7.2

7.7.3

7.7.4

7.7.5

You shall have the right to object, on grounds relating to your particular situation, at
any time, to processing of your personal data based on:

(a) Public Interests (Article 6(1)(e)
(b) Legitimate interests (Article 6(1)(f)).
including the right to object to profiling based on those provisions.

MSLETB will no longer process your personal data unless it demonstrates compelling
genuine grounds for the processing which override your interests, rights and freedoms,
or for the establishment, exercise or defence of legal claims.

Where personal data are processed for direct marketing purposes, you shall have the
right to object at any time to processing of your personal data for such marketing, which
includes profiling to the extent that it is related to such direct marketing.

Where you object to processing for direct marketing purposes, your personal data shall
no longer be processed for such purposes

You have the right to object to processing based solely on automated means, including

profiling, which produces legal effects concerning you or similarly significantly affects
you however MSLETB does not engage in automated decision making.
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7.8

7.9

Data controller’s obligation to notify others

7.8.1 MSLETB shall communicate any rectification (7.3 above), or erasure (7.4 above) of
personal data, or restriction of processing (7.5 above) carried out to each recipient to
whom the personal data have been disclosed, unless this proves impossible or involves
disproportionate effort.

7.8.2 MSLETB shall inform you about those recipients if you request it.
General information relating to all the rights referred to above

7.9.1 Upon receipt of a valid request, MSLETB shall attend to your request without undue
delay and in any event within one month of receipt of the request. That period may be
extended by two further months where necessary, taking into account the complexity
and number of the requests. MSLETB shall inform you of any such extension within one
month of receipt of the request, together with the reasons for the delay.

7.9.2 In the case of an access request (see section 7.2 above, “Right of Access”) where a
subsequent or similar access request is made after the first request has been complied
with, MSLETB has discretion as to what constitutes a reasonable interval between
access requests and this will be assessed on a case-by case basis.

7.9.3 If MSLETB does not take action on foot of the request of the data subject, the controller
shall inform you without delay and at the latest within one month of receipt of the
request of the reasons for not taking action and on the possibility of lodging a complaint
with the Data Protection Commissioner and seeking a judicial remedy.

7.9.4 Where requests from you are manifestly unfounded or excessive, in particular because
of their repetitive character, MSLETB may either: (a) charge a reasonable fee taking into
account the administrative costs of providing the information or communication or
taking the action requested; or (b) refuse to act on the request.

You can exercise these rights at any time. For further information, please contact our Data
Protection Officer.

Section 8: Contact our DPO

The interim Data Protection Officer (DPO} is the Head of Corporate Services who can be
contacted on 094 9024188. If you have any queries, please consult our Data Protection Policy
(available at www.mayosligoleitrim.etb.ie/policies-procedures) or contact our DPO.
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Data Protection Policy

Declaration

This MSLETB Policy was adopted by the Board of Management of Colaiste Pobail Acla on:

Signed: Date:
Mr. Pat Kilbane

Chairperson of the Board of Management

Signed: Date;
Mr. Paul Fahy

Board Secretary & School Principal (Acting)
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